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Guide for System Center Management Pack for Microsoft Service Bus
This guide was written based on version 1.0.0.26 of the Management Pack for Microsoft 

Service Bus.
Guide History

	Release Date
	Changes

	October, 2013
	Original release of this guide


Supported Configurations

This Management pack requires System Center Operations Manager 2007 R2 or later. A dedicated Operations Manager management group is not required.

The following table details the supported configurations for the Management Pack for Microsoft Service Bus:

	Configuration
	Support

	Microsoft Service Bus 1.1
	Tested 

	System Center Operations Manager 2007 R2
	Not tested

	System Center Operations Manager 2012
	Tested


Management Pack Scope

This Management pack supports monitoring of the Service Bus Farms.
Prerequisites

The following Management Packs must be imported into System Center Operation Manager (SCOM) before Microsoft Service Bus Management Pack:

1. SQL Server 2012 MP 6.3.173.0 or later 

Mandatory Configuration

· Import prerequisite Management Packs.

· Enable the Agent Proxy setting on all agents that are installed on servers participating in a Service Bus Farm. For instructions, see the procedure that follows this list.
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To enable the Agent Proxy setting

	1.
Open the Operations Console and click the Administration button.

2.
In the Administrator pane, click Agent Managed.

3.
Double-click an agent in the list.

4.
On the Security tab, select Allow this agent to act as a proxy and discover managed objects on other computers.


Files in this Management Pack

The Management Pack for Service Bus includes the following files: 


Microsoft.ServiceBus.v1.1.mp
Management Pack Purpose

In this section:


Monitoring Scenarios

How Health Rolls Up
For details on the discoveries, rules, monitors, views in this Management pack, see Appendix: Management Pack Contents.

Monitoring Scenarios

Discovery of Roles, Hosts, Hosts Groups and Farm 

The following objects are automatically discovered:

· Farm
· Hosts Group

· Hosts

· Farm management DB

· Gateway DB

· Back End Role, Fabric Role and Gateway Role 

	Monitoring scenario
	Description
	Associated rules and monitors

	Availability monitoring
	This scenario checks availability of the objects, SB farms Groups and  SB Farms
	· Windows Fabric Service availability monitor.

Availability monitor for Service Bus Fabric role. It can be in two states, can generate alert with auto resolve.

· Service Bus Gateway Service availability monitor.

Availability monitor for Service Bus Gateway role. It can be in two states, can generate alert with auto resolve.

· Service Bus Message Broker Service Availability monitor – monitor for Service Bus Message Broker service state checking.
· Resource Provider Role availability monitor.
Availability monitor for Resource Provider role. It can be in two states, can generate alert with auto resolve.

· VSS Role availability monitor.
Availability monitor for VSS role. It can be in two states, can generate alert with auto resolve.

	Performance health monitoring
	This scenario checks performance health for particular units
	1. Event Threshold Monitor

Performance monitor for 30508 Service Bus event. It can be in two states, can generate alert without auto resolve.

2. CPU Performance monitor

Performance monitor for Service Bus host CPU. It can be in two states, can generate alert with auto resolve. 

· Service Bus host CPU rule - performance rule for measuring Service Bus host % processor time


	Monitoring of performance counters
	This scenario checks performance health on the base of performance counters
	1. Operations timeout monitor.

Performance monitor of Service Bus Operations timeout per second. It can be in three states, can generate alert with auto resolve.

2. SQL Exceptions monitor 

Performance monitor of SQL Operation Latency in Service Bus Services. It can be in three states, can generate alert with auto resolve. 

3. SQL Operation Latency monitor

Performance monitor of SQL Operation Latency in Service Bus Services. It can be in three states, can generate alert with auto resolve.

4. Storage Throttle Level monitor

Performance monitor for storage throttle level. It can be in three states, can generate alert with auto resolve.

5. Service Bus Host Free Memory Monitor
Monitor for free memory on Service Bus host, generate alert with auto resolve
· Service Bus host memory rule - Performance rule for measuring Service Bus host free memory.
6. Service Bus Memory Throttle Level Monitor – monitor of memory performance on Service Bus host, can be in one of three states.
7. Database relation monitor

Performance monitor for Service Bus databases. It can be in two states, can generate alert with auto resolve.
8. Service Bus SQL Exceptions Per Second Performance Monitor
Service Bus SQL Exceptions Per Second Performance Monitor detected low performance

9. Service Bus SQL Operation Latency Performance Monitor
Average processing time of a SQL operation

10. Service Bus CPU Throttle Level Performance Monitor
Service Bus CPU Throttle Level Performance Monitor detected low performance

11. Service Bus Entities Aborted Per Second Performance Monitor

Rate with which entities are aborted

	Performance collection rules
	This scenario displays monitoring for collection of the  particular events
	1.Event Write Container Not Found event collection rule

2.Event Write Gateway Management Internal Server Collect event collection rule

4.Event Write Message Entity Create Failed event collection rule

5..Event Write Message Entity Unload Is Not Completing event collection rule

7.Event Write Messaging Host Open Failed event collection rule

8.Fabric error on startup event collection rule

9.Windows Fabric Runtime create failed event collection rule

10.Service Bus Active Soap Connections performance rule

11.Service Bus Available Sessions Count performance rule

12.Service Bus Average Incoming Message Batch Size performance rule

13.Service Bus Average Outgoing Message Batch Size performance rule

14.Service Bus Batch Scheduler Backlog Queue Size performance rule

15.Service Bus Batch Scheduler In-Flight Operation Batch Size performance rule

16.Service Bus Batch Scheduler In-Flight Operation Count performance rule

17.Service Bus Broker Current Transaction Count performance rule

18.Service Bus Broker Transaction Aborted Per Second performance rule

19.Service Bus Broker Transaction Committed Per Second performance rule

20.Service Bus Broker Transaction Latency performance rule

21.Service Bus Bytes per Incoming Message performance rule

22.Service Bus Bytes per Outgoing Message performance rule

23.Service Bus Cache Hits performance rule

24.Service Bus Cache Incoming Messages Per Second performance rule

25.Service Bus Cache Message Count performance rule

26.Service Bus Cache Outgoing Messages Per Second performance rule

27.Service Bus Cache Prefetch Rate performance rule

28.Service Bus Cache Total Requests performance rule

29.Service Bus Complete Batches Per Second performance rule

30.Service Bus Complete Message Latency performance rule

31.Service Bus Connections Disconnected Per Second performance rule

32.Service Bus Connections Established Per Second performance rule

33.Service Bus Connections Established performance rule

34.Service Bus CPU Throttle Limit performance rule

35.Service Bus Entities Aborted Per Second performance rule

36.Service Bus Entities Loaded Per Second performance rule

37.Service Bus Entities Unloaded Per Second performance rule

38.Service Bus Failed Consumer Requests Per Second performance rule

39.Service Bus Failed Operations Per Second performance rule

40.Service Bus Failed Publish Requests Per Second performance rule

41.Service Bus Failed Pump Messages Per Second performance rule

42.Service Bus host Incoming Message per second performance rule

43.Service Bus host Outgoing Message per second performance rule

44.Service Bus Loaded Queue Count performance rule

45.Service Bus Loaded Subscription Count performance rule

46.Service Bus Loaded Topic Count performance rule

47.Service Bus Management Requests Per Second performance rule

48.Service Bus Memory Throttle Level performance rule

49.Service Bus Messaging Gateway Node SQL Operation Latency performance rule

50.Service Bus Messaging Gateway Node SQL Operations Per Second performance rule

51.Service Bus Non-waiting Request Latency performance rule

52.Service Bus Pending Operations Per Second performance rule

53.Service Bus Pending Operations performance rule

54.Service Bus Pump Messages Per Second performance rule

55.Service Bus Receive Batches Per Second performance rule

56.Service Bus Receive Message Latency performance rule

57.Service Bus Request Scheduler Queue Size performance rule

58.Service Bus Scaled Receive Sessions Handed Out Per Second performance rule

59.Service Bus Scaled Receive Sessions Requested Per Second performance rule

60.Service Bus Send Batches Per Second performance rule

61.Service Bus Send Message Latency performance rule

62.Service Bus SQL Exceptions Per Second performance rule

63.Service Bus SQL operations per second performance rule

64.Service Bus SQL Throttle Level performance rule

65.Service Bus Storage Throttle Limit performance rule

66.Service Bus Succeeded Operations Per Second performance rule

67.Service Bus Total Cache Misses performance rule 

68.Service Bus Truncation Job Backlog Size performance rule

	Event collection rules
	This scenario displays monitoring for collection of the  particular events
	1. Event Write Container Not Found event collection rule

2. Event Write Gateway Management Internal Server Collect event collection rule

3. Event Write Message Container Close Failed event collection rule

4. Event Write Message Entity Request Count Negative event collection rule

5. Event Write Message Entity Unload Is Not Completing event collection rule

6. Event Write Messaging Host Open Failed event collection rule

7. Gateway Management Resource Manifests Marked Broken event collection rule

8. Gateway Messaging Claims Retrieval Error event collection rule

9. Gateway Messaging Failed To Resolve Container event collection rule

10. Inner Runtime Channel Faulted event collection rule

11. Message Container Open Completed event collection rule

12. Messaging Host Component Faulted event collection rule

13. Messaging Host Initialization Failed event collection rule

14. Messaging Host Open Completed event collection rule

15. Quota Cache Configuration Access Failed event collection rule
16. Windows Fabric error on startup event collection rule

17. Windows Fabric Runtime create failed event collection rule 


How Health Rolls Up

The following diagram shows how the health states of objects roll up in this management pack.
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The following diagrams provide extended details about health rollup between specific management pack classes. Use it to learn more about specific entities of management pack and health relations between them.
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Configuring the Management Pack for Microsoft Service Bus
This section provides guidance on configuring and tuning this management pack. 


Best Practice: Create a Management Pack for Customizations

Security Configuration 

Optional Configuration
Best Practice: Create a Management Pack for Customizations

By default, Operations Manager saves all customizations such as overrides to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize. 

When you create a management pack for the purpose of storing customized settings for a sealed management pack, it is helpful to base the name of the new management pack on the name of the management pack that it is customizing, such as “Microsoft Service Bus Customizations”.

Creating a new management pack for storing customizations of each sealed management pack makes it easier to export the customizations from a test environment to a production environment. It also makes it easier to delete a management pack, because you must delete any dependencies before you can delete a management pack. If customizations for all management packs are saved in the Default Management Pack and you need to delete a single management pack, you must first delete the Default Management Pack, which also deletes customizations to other management packs.

Security Configuration 

Run As Profiles

When the Management Pack is the first imported, it creates Run As profile:

· Service Bus Discovery and Monitoring Profile
This profile is associated with all discoveries and all tasks.

By default, all discoveries, monitors, and tasks defined in the management pack default to using the accounts defined in the “Default Action Account” Run As profile. If the default action account for a given system does not have the necessary permissions to discover or monitor the instance of Service Bus, then those systems can be bound to more specific credentials in the Service Bus Discovery and Monitoring Profile, which do have access.

The following steps help you configure Run As profiles for Service Bus:
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To configure Run As profile

	1.
Identify the names of the target computers where the default action account has insufficient rights to monitor Service Bus.

2.
For each system, create or use an existing set of credentials that have at least privileges.

3.
For each set of credentials identified in step 2, make sure a corresponding Run As account exists in the management group. Create the Run As account if necessary.

4.
Set up the mappings between the targets and the Run As accounts on the Run As Accounts tab of each of the Run As profiles.  Use the following table to identify mappings.

Run As Profile

Targets

Service Bus Discovery and Monitoring Profile
Classes:

· Service Bus Farm
· Service Bus Host

· Service Bus Gateway role

· Service Bus Message Broker role

· Service Bus Fabric role
· Service Bus VSS role

· Service Bus Resource Provider role
Groups:

· Service Bus Hosts Group

· Service Bus Containers DBs Group




For more information, see Run As Profiles and Run As Accounts in Operations Manager 2007.

Optional Configuration 

By default SQL Server monitor for Service Bus databases is disabled. If you would like to enable it, you should download and install System Center Management pack for SQL Server before (http://www.microsoft.com/en-us/download/details.aspx?id=10631).

VSS Role availability monitor is disabled by default also. If you would like to enable it, you should override Enabled property of monitor to true.
Links

The following links connect you to information about common tasks that are associated with System Center management packs:

System Center 2012 - Operations Manager


Management Pack Life Cycle 


How to Import a Management Pack 


Tuning Monitoring by Using Targeting and Overrides

How to Create a Run As Account  


How to Export a Management Pack 


How to Remove a Management Pack 

Operations Manager 2007 R2


Administering the Management Pack Life Cycle 


How to Import a Management Pack in Operations Manager 2007 


How to Monitor Using Overrides

How to Create a Run As Account in Operations Manager 2007 


How to Modify an Existing Run As Profile 


How to Export Management Pack Customizations 


How to Remove a Management Pack 

For questions about Operations Manager and management packs, see the System Center Operations Manager community forum.

A useful resource is the System Center Operations Manager Unleashed blog, which contains “By Example” posts for specific management packs.

For additional information about Operations Manager, see the System Center 2012 - Operations Manager Survival Guide and Operations Manager 2007 Management Pack and Report Authoring Resources 
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Important 

All information and content on non-Microsoft sites is provided by the owner or the users of the website. Microsoft makes no warranties, express, implied, or statutory, as to the information at this website.

Appendix: Management Pack Contents

The Management Pack for Microsoft Service Bus discovers the object types described in the following sections. Not all of the objects are automatically discovered. Use overrides to discover those objects that are not discovered automatically. 

Service Bus Farms Discovery (Service Bus Generic Discovery)
Discovery Information

	Interval
	Enabled
	When to Enable

	14400
	True 
	N/A
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Note 

If you are using connectors, you can disable the monitor and enable its corresponding rule to enable alerts without changing health status.

Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Farms
	Display all discovered Farms
	


Service Bus Hosts Discovery (Service Bus Generic Discovery)
Discovery Information

	Interval
	Enabled
	When to Enable

	14400
	True 
	N/A


Related Monitors

	Monitor
	Data source
	Interval
	Alert
	Reset Behavior
	Corresponding Rule
	Enabled
	When to Enable

	Service Bus Message Broker Service Availability monitor
	Appropriate Windows Service: Back End
	60
	True
	Automatic
	
	True
	N/A

	Windows Fabric Service availability monitor
	Appropriate Windows Service: Fabric
	60

	True
	Automatic
	
	True
	N/A

	Service Bus Gateway Service availability monitor
	Appropriate Windows Service: Gateway
	60
	True
	Automatic
	
	True
	N/A

	Service Bus Resource Provider Service availability monitor
	Appropriate Windows Service: Resource Provider
	60
	True
	Automatic
	
	True
	N/A

	Service Bus VSS Service availability monitor
	Appropriate Windows Service: VSS
	60
	True
	Automatic
	
	False
	When VSS is configured in the SB farm.

	CPU Performance 
	Host performance counter
	60
	True
	Automatic
	Service Bus host CPU rule
	True
	N/A

	Event Threshold Monitor
	Host performance counter
	1800
	True
	Automatic
	
	True
	N/A

	Service Bus Host Free Memory Monitor
	Host performance counter
	60
	True
	Automatic
	Service Bus host memory rule
	True
	N/A

	Service Bus CPU Throttle Level monitor
	Host performance counter
	300
	True
	Automatic
	Service Bus CPU Throttle Level rule
	True
	N/A

	Service Bus Entities Aborted per second monitor
	Host performance counter
	300
	True
	Automatic
	Service Bus Entities Aborted per second rule
	True
	N/A

	Service Bus Memory Throttle Level monitor
	Host performance counter
	300
	True
	Automatic
	Service Bus Memory Throttle rule
	True
	N/A

	Service Bus SQL Exceptions per second monitor
	Host performance counter
	300
	True
	Automatic
	Service Bus SQL Exceptions per second rule
	True
	N/A

	Service Bus SQL Operations Latency monitor
	Host performance counter
	300
	True
	Automatic
	Service Bus SQL Operations Latency rule
	True
	N/A
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Note 

If you are using connectors, you can disable the monitor and enable its corresponding rule to enable alerts without changing health status.

Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Hosts
	Display all discovered Hosts in all Farms
	


Service Bus Back End role Discovery (Service Bus Generic Discovery)
Discovery Information

	Interval
	Enabled
	When to Enable

	14400
	True 
	N/A


Related Monitors

	Monitor
	Data source
	Interval
	Alert
	Reset Behavior
	Corresponding Rule
	Enabled
	When to Enable

	Service Bus Message Broker Service Availability monitor
	Appropriate Windows Service: Back End
	300
	True
	Automatic
	
	True
	N/A

	Operations Timeout 
	Host performance counter
	120


	True
	Automatic
	
	True
	N/A

	SQL Exceptions
	Host performance counter
	120
	True
	Automatic
	
	True
	N/A

	SQL Operation Latency 
	Host performance counter
	120
	True
	Automatic
	
	True
	N/A

	Storage Throttle Level
	Host performance counter
	120
	True
	Automatic
	
	True
	N/A
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Note 

If you are using connectors, you can disable the monitor and enable its corresponding rule to enable alerts without changing health status.

Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Diagram View
	Display all tree of all entities
	


Service Bus Gateway role Discovery (Service Bus Generic Discovery)
Discovery Information

	Interval
	Enabled
	When to Enable

	14400
	True 
	N/A


Related Monitors

	Monitor
	Data source
	Interval
	Alert
	Reset Behavior
	Corresponding Rule
	Enabled
	When to Enable

	Service Bus Gateway Service availability monitor
	Appropriate Windows Service: Gateway
	60
	True
	Automatic
	
	True
	N/A
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Note 

If you are using connectors, you can disable the monitor and enable its corresponding rule to enable alerts without changing health status.

Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Diagram View
	Display all tree of all entities
	


Service Bus Fabric role Discovery (Service Bus Generic Discovery)
Discovery Information

	Interval
	Enabled
	When to Enable

	14400
	True 
	N/A


Related Monitors

	Monitor
	Data source
	Interval
	Alert
	Reset Behavior
	Corresponding Rule
	Enabled
	When to Enable

	Windows Fabric Service availability monitor
	Appropriate Windows Service: FabricHostSvc
	60
	True
	Automatic
	
	True
	N/A
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Note 

If you are using connectors, you can disable the monitor and enable its corresponding rule to enable alerts without changing health status.

Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Diagram View
	Display all tree of all entities
	


Service Bus VSS role Discovery (Service Bus Generic Discovery)

Discovery Information

	Interval
	Enabled
	When to Enable

	14400
	True 
	N/A


Related Monitors

	Monitor
	Data source
	Interval
	Alert
	Reset Behavior
	Corresponding Rule
	Enabled
	When to Enable

	VSS role availability monitor
	Appropriate Windows Service: Service Bus VSS
	60
	True
	Automatic
	
	False
	When VSS is configured in the SB farm.
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Note 

If you are using connectors, you can disable the monitor and enable its corresponding rule to enable alerts without changing health status.

Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Diagram View
	Display all tree of all entities
	


Service Bus Resource Provider role Discovery (Service Bus Generic Discovery)

Discovery Information

	Interval
	Enabled
	When to Enable

	14400
	True 
	N/A


Related Monitors

	Monitor
	Data source
	Interval
	Alert
	Reset Behavior
	Corresponding Rule
	Enabled
	When to Enable

	Resource Provider role availability monitor
	Appropriate Windows Service: Service Bus Resource Provider
	60
	True
	Automatic
	
	True
	N/A
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Note 

If you are using connectors, you can disable the monitor and enable its corresponding rule to enable alerts without changing health status.

Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Diagram View
	Display all tree of all entities
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